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Abstract: Webshell is a malicious script file on the Web. It is usually uploaded by the attacker to the target server to
achieve the purpose of illegal access control. In order to overcome the shortcoming of the existing Webshell detection
methods, such as single network traffic behavior, simple by passed signature comparison, and easily bypassed signa-
ture comparison, a method of Webshell detection based on multi-view feature fusion for PHP Webshell detecting was
proposed. Firstly, multiple features including lexical features, syntactic features, and abstract features were extracted.
Secondly, fisher score was used to sort and filter all features according to the degree of importance. Finally, a model
that can effectively distinguish Webshell from normal scripts was established through SVM. The large-scale experi-
ment in real-world scenario shows that the final accuracy of our model can reach 92.1%.

Key words: Webshell detection, multi-view feature fusion, feature selection and filtering, machine learning

Weks BER: 2020-03-19; {EEIAHA: 2020-05-15
EEWE: EFARFAESHMIE (No.61772026, No.U1936215)
Foundation Items: The National Natural Science Foundation of China (No. 61772026, No. U1936215)



iﬂm HRE5F%

+ 126 »

jilll3

1 3l

Webshell J& B # A% 252 BG4 1K) Web k55
AIPE R IA . B Eamnt SQL v AN, FIH
SCHRELE IR SCHE AR I AR Bt 4
T3 AL RS O RIE () Webshell JHIAS, 3 H (#20)
SIS AT R AV ) HAT — RV
AR, WHIT RGE w4 STBOFE SO S 5
B 3k T, [FII, Webshell 52 g r4:
PEE CAPT) Zeads bt 3R 5T, JLAES X L
W EFE AN E . B, Bt G B
AR Webshell frill 77 7% 2 K2

S EAR TR T S5 %) Webshell CL48 42 H
T RAR I LR T 5. B, ERET
RATZFTHATIEACHE I F s AERR IS AT kAT
SERF RIS AE . (HE T — 2B IR &5 e i i AE R4
AT TEFA K 5 = W R R Rl R 2 e 2
SN RR, Bt B s S Hhoel X 2 H AR R 55
PEHEAT R IE A% Webshell ik 2L 201 H . R
WA BT N DA SR 5 R S i R I Webshell A
FFRE— AR R b B 45 T By, JRAeA R0y 1k
Bt gk — 2 (0 e FH 2530 . SR10, LA 1K) Webshell
JRA R 5 e A — RSPk . HoE, Buh
ZAd ] Webshell #£1T C&C (command& control)
AR BN AT R ) LA Oh e, Mo Ae g A H
FEAR B 128 B R R B3t LT I 4 A I ),
i, ek () R AE K, B BN [ A AT
RAF M A A, MM EERE IR 32—k
EHIAT N AR T LN SCNRLEA R
ANATTVE, W S I A ) DL B A )
T INT ) PN A2 40 1) 0K 2 — I RO, WO S Ut
BAFRBHER M IR IR, —A Web %
e PAAE S A KEIA, GlmThaeiA . ek
JRIASEE o AN 5] R B A B A5 I T A, ] R o R AR A
(AR A Clnn— AN B 22 i B T (3 JI AR ST AR 11 S A
BARIE AW B AR, XFMEN T, FET3

PF%:44 (1) Webshell Al 7 i1 £ 2245 A%3E H 5
IF DU UG e 05 550 e M B S SC AR TR A7 TR, &8
WA TR ESCHMILR SR 5. HEdmT
Webshell il % i1 PHP. ASP. JSP. Python %572
EEIE, BARR A IE TR 75 iU ar )
#5> Webshell, {H 2 & I RNE DU AJERR
AETCYE A0 FH L 2k 2R AR B

xS iR Bk, ASCIRM T R T 2
REIERIA 1Y) Webshell £ /720 B56, #2HL PHP
JRVAS P (R TR . FOVESRRIE DL R BRRAE s 3L
W, T HIWT o A BRI AE, AR SCR—
Foft B < IR PR LD R AE AT T SR FE I P
fiiiks B, ASCRIH SVM HEATEE Webshell

INEERI SIS
2 HXIE

N T AT R A I 5 % BT Webshell, LA [H) Web
JIR 55 25 (1) 2 4 IR SRS T LAy S BUR 3 B ST
RTINS = e R ) S S A ) SR

RS DU 5K % i TR 2 7 B B R A I 0
Web g 55 s BEAT IR 4 5 a9 4248 . Huang
AR T —ANHESE SR A e R 22 451 LU 7K. Web
JIR 45 45 13RI« Sooel ZEPMRH T —Fh L35 LK
TR TR I (N, A7 A6 JEBRAE AL
DR A PSS (1) PHP Web N FE 7. 1k
Gb, 22 SCER[10-12]R) ST 20 A s I 25 )
% #| SQL 7 ANFI XSS Kitift) Web N HIFEF . B
T EIREESL, A — R A Web IiRFH TR,
U1 Nikto2!"), Weblnspect! 48534 Tl A2 Hifd
Mo SRR fe b8 5 By 73 4 T i Web [R5
a2 G N A TP ARAE I, B TGl
ERHTFBERES 2, UERIHER
TR IF A R 52 4B 1 v AR W AR, L IJoikdE
K BRI fE

FEOF N, = ek I (R 7 YRRV 2 TN
fett: RUSE R Bt 1B AR 4% Webshell 21



+ 127 »

BIERE 2020 5 6 A

AR R B AP R 59 A% Web IR 45 a3 1 6 5
(47 5. Billn, Almgren ZEPIFR T — @i B
(70 2R e e A T L X Web R 4% 28 14T A k47552
I3 . Kruegel Z5H O 7 7 48 TR RSl Rl 1
(R &8 sk, JF K 2 10 D 22 U R SR
Robertson 25! VR ] 2 RFAEREAT Web 5547 4 (1)
AT o S5 AT A 1) A 151 7 T T AL L
B AIARSE DA S W] BT G S0, T 3 et 1k
H I ERAE bR IC R v] SE Bk 20 FLIEINARAT Ry .
SE b, SRR BOARAE BRI R A R 45 5 TN K
R, AR Y TR b, X
Ut AR AR, Ko PR T —Fhik
FHERE, IR P RAT T A5 I R AR iR g
(30T, B2 ) T A R R SR SR AT S 17
Web AR K o Prem 25115206 45 BAEH] T 36T
SR (1) 7 A0 T B PR AR A 00 5 S i
J59% . Hossain %2058 it M A7 - Hicdhs v $2 Bk 95
G BT R T T N R 1 SR A
Webshell 483 1 1o 2 47 S8 1 Jg oy 25 ok 488 v A
MAKF, R A e X 1P kA 44 A BE T AR
i 1% , {E 2 41 % Linux/Windows X Fl 5 24 1) Web
MR 45 2R A B A AT AN L o FAF AT K 2
ST A, FAZFAE R S R0 i e
S 45 T

SR ARG I R e e A WU A T DAAE — e R
% Webshell 1K@ 5, HZATRTCIERIESE
A BT R A B o R AT AN S SR
Ji 8 S HiL % B Webshell JEIAS 13k — 5 SR HUIM B2
B TB, JREEA S B XGEF U fE
FA8E)), R BT U) S R e R N 2%
fifiiti . Starov 2P K 92 (K Webshell #E1T
TN AR R IL T Re, SRR E N “CERE SR
GEIh e {1 Webshell. #Rif, W& « 27
HARIORT . 1R B T B it BERE 2 K [A], ok
R AIE SN A7 20 1) Webshell Kyl Bt 4ah, f5 4k
Webshell 0] “#HE” [FAMTRE, S5 “#HE”

S P A T O T SE A . Tian 22
Peth T —PFh N 45 1) Webshell A5l 7772, FIH
BRI 2 28 %) Webshell 3217 I (#1377 b4 T 4%
AL XMITEAPIA R AL HE, HBEEE
Wk I A, B B ) A AT R T
s, iz A3 R g — K IE R AT A, okt
DL X R R T % B, SERTIEAT
Webshell ¥ A e 25 5 2UR G0 S B s gl i IR, A7
PR AR o AR SCHE 1Y) Webshell #5772
se KT Webshell ANRIRFE I EFASKN, AT RAAT
RO IR B . Tu ZEUVRT Cui 25200 A E )
DL e 0 DG B 1] 4 A0 UL C 1) 5 v >R IR 3 Webshell,
AR T LA — 58 BB A ORI T BE AR, (R
J& 1T Webshell 3% i = 08 5 s, LT
A0, 25 TR ] 9% DL R RV AR i TG v F I ) 3 ik Ak
AR . ARSI TR A IR T XK
s s CRRRZE PHP I 5D HAFERRL. A
PG ARAE, HARH T — AT 2 S RVE
AR AE 256 HE PR B8 U7 305, e S I e e R
¥ Webshell .

3 ETF I ASFERLEHY Webshell #0757%

ACHEHINER S W 4 /NP ER, Webshell
RrRRE WA 1 FTR:

COFFMEHAE GitHub A A H (1) Webshell
FAE 2 S AT 250, 22004 AL L

(2) 43FrIFEEL Webshell JHIAS Fhiil i, Agidk

SAMBFFALE s
(3) FIH 2 R PE o 0 R e b A7 S R RE 1)
He w5 i ik
(4) Wik SVM @R 14025,
Webshell TEEUH RO4FAE
PHP || &JT HEAE HHIE VM
| Em e | ke | [k Lo %
Webshell
PHP FEAR HEHAE

Bl 1 Webshell il



iﬂm HRE5F%

+ 128 »

3.1 HEmakE

M GitHub | REEFIAHIC) Webshell A2
Ji s BTRRFCRER R, AR SR SEHEUITA 1) PHP
A, JLit433) 723 4 PHP Webshell. ik, %t
B R EAT AL B, DA SRR R T
2. EEASLUN =K,

(1) ZMg

T eH B KA, 2% SCik[21]1% W]
R AR RS T REE TR A5
T, A K/N#ERE 3 MB Gl K= TR,
ZEE G IR — A ROEAT) IAAE
MR SR bR, £33 662 NMERUMIA. BEAh, A
L8 PHP A & KEMIEH BASE64 Fihd,
AL T A A M IR I 5 i 0k A L, R,
AR SO R E RS R BASEG4 4 it ) A ST
PEHEAT IR, TR A UnPHP AP, 4453
BT 514 0] LA ROSAT AN I A .

(2) ZJU

AT A Webshell JIACEEAT 2300, ASCHE S84
FTA R BEAT T FRuEAGIRAE, A0 55 BRI 1
AISERE 2¥4T. Hik, FIH] TF-IDF BEAYREAT 3L
KA, P AL RSB 95% (1 A
TR — o #, ARGRNT 407 M RCH AT
AT I BA ST AT

(3) HMFIEIRIK

H1-1* Webshell Z [AJ£77E— FR A IAZAA, 41 ¢99
(1) Webshell I $& A D) fi 2 J5 4% 597w 44 0
999, [FIF, ¢99 H i —LL T HERIE M AT LLYE Fx29
(1] Webshell 14k E. &A1 [ D) B A A7 E 4k
HROCFR, AR XA FTIX o WA SR A 32 A
() SDAR ST 3RS, EP QTR BIA m1 Fl m2 47
P80 43 AH A (1) Dy BR A HR, A m2 Al m3 f£7E
— A AH IR DR, AT DAHERT m1. m2. m3
IR T — A X R R A4S v] RerS 21 A
—ANFKIEFTAH RO R FE, XA R,
— AN Webshell [R5 8 D g th 72 40 B o

AR ELE 407 N 2L Webshell ISR £
BeIm, ARSON HEHT XN K RKI B E
WHE R 30%, BT 30%5) REARH 58 4 AH [ it bl 2%
h—HKo BAEMRRGERNE 1,

F 1 BIHI Webshell RiEBEHRLER

FIGRAT AU
c99 152
57 97
WSO 65
B374k 31
NST 24
NCC 19
Crystal 19

3.2 HHEREN

A BIEHR RS, BNk T B AT RAE
PEM e AR SO 8 LN B k. Ak A K
% 3 K.

(1) TVEFFAE

] VEREAE 8 TR 2 A v i 8 ] A 1K) O
L. IS, AR,

ASCM S % % (1) Webshell AT, fFX
i 7 ZEIL Webshell Hl & 2K 4 552 3 5545
WTHEEAH, KIFHEREN )RR, JREH
RG22 854G, DMERATTIOE X&) TR
Ap et ] PHP AN i 322207 20, DAtk
Wi Webshell 151 T4 HI & BE S £ 1) 42 AR
o P, ARSI B4R A &
(KB AL, 9458 GET(F1).$ _ POST(F2).
$ COOKIE (F3). $ REQUEST (F4). $ FILES
(F5). $ _SESSION (F6)

(2) RJEFFIE

FREFRHIE IR B # E 9 S Webshell JIA]
T EIRIE T Bk,

Y A Webshell 2 17, MATIIEANAETS
R H I NP IR C A R, Bl Web il



<129 -

BIERE 2020 5 6 A

55 g TT IR T WIRAE R 55, A MISA Xof IV 1 8 i A
Ao IXFRTTENT V] Webshell B8 H 2 Hiuid WY %
RHAE R G A 3RO I3 AT AL R
PG, A7 BLUR JLR AR RS 8

o FKAFEA)E L. ARSI AT
R P 23 b, AT AAS (1 if(F7) . elseif
(F8). else (F9). case (F10).

o fEIREA)E L ARG ) A T
R E I, AFERAT ) for (F11).
while (F12) # foreach (F13),

(3) HBRFFIE

TR FFAEAREE B T VAR AR A SRR AR 22 Ak
A IEABAR SR AE . HAR TR .

o BUBMREIULHCE . 403 PHP i 5 rh—48¢
S s -G O, WP AT R 2 Ceval)
SCAESREY pF # (wget. curl lynx . get. fetch)
S E R AL (perls python. gec. chmod.
nohup. nc), 15 EIHAEKE (uname. id.
ver. sysctl. whoami. $OSTYPE. pwd)
25, BT Webshell KT —LEn 4847
N o AKX ) LSRR B E N R AIE,

RIS D AT R 2 (F14). & A T3k
et (F15). &4 R mIEE AL (F16).
TR SR (F17).

UEAh, AN T A R B KK RS (F18),
PHP it AT (R KK (F19) A B4 (F20)
I 3 AN FH IR HERT,

gr LT, ASCHE RIS UL T3 2] 20 A
L5 Webshell FIWrAH I I4RFAE
3.3 4HHIEHF 5iHik

TENLES S SN GBEBLIN,  RRAEA DGR T 45
RS B, B RE T B RIRE R . 1ET
TESRICR Al 1 — B AT R R IR R B, W]
DLyl 5 A K e S U5, 38 W BALE 2 i 20
MRS A — DB T &R
OV AEAH G TAE TR uE W — P e A TR A e 42 1

BT TECS . OB AN RO 5
AT R 7 2 80 2 T M

B, FOR5 AV LERR A L 10F 4
i, o FRE | MEELER k KPP,
TR K RPREARRR, £ ORI M
8 kKRG AR, W4, 5 i MR
Yo SRV A3 T LA

Z 1 (“]; —u )
F(f)=—" (1

22 Uy —uy)’

k=1 y; =k

A5 F(f)BOR, TIE I N R R AR A [R)— 28 B
AT A R 7 ZER8N, A2 LT
34 BEES5H%E

TEL I B M TRAL 2], REAE SR I S 2 5,
g e i EER S N IR R R AT Webshell )
Wro BEXTorRE bR, 4GS Br I ER R R R £
TG A A W TR m B A RE . R
7 EAL RS 1 A AR MR AL RAIE 2 4
Rtk Webshell &ANERERFAEZ T RIRSOC R, A
SCEBESCFr IR EAL (support vector machine, SVM)
e Ry, BRERUTR: 2%, mT Webshell (5
ek, IRZIEH A S 235 Webshell 25410
(47 R, MO Webshell 78 R HEREA T 43 S8 AN
FELNERT 3, T SVM APAEZ Rz g (i1
TR BT ED RACFRARZE M ] 73 [l R
LR, ASCERELT 20 4k CRAEIEFERT 12 4ERFE
), CATHDE TAEPIRI SVM 72 2 4RREE 42
AR T NIEIRCR.

4 EBEHF

41 KWigE

AL Webshell FEAKIE T GitHub, Jf42
TS ERER, B R E T 407 47 21 Webshell
JHASSCAE (5 3.1 AR e Egmnag). b T EHT
T4y, ACHIAMA GitHub i et R E T



iﬂﬁ WRSHF %

+130

407 AN IE % (¥ PHP A FH T U 2R Rk .
4.2 FHEAEKE

AKRICR e RVE A AT R AR IE B, . 0 T-5
—RRHIE, AR IRVE S AR S O R )
G FETE ) AR DG R W& 2 o

Fl4 0.813
F2 el 793
F1 - ﬁﬁﬁﬁ;.wﬂ

F15 - - 0.718
F3 . 0711

F17 0,651

F16 et .70
FS e ).633
F4 00605 _

Fe P 409. 052 0.635

F10 s (.38 (:378

F20 | 0331 0373

S
=
roRER, T
FO g 0,024 . :ﬁ?’é*‘%lﬁ
0 0.2 04 0.6 0.8 1.0

B2 2R 5 KRR MR R

HIIE 2 PN, AR IEAS REAR G AR F
FOMEFIAT A, IS A L& IRV S E T 0,
I A2 R AE B 23 S I PR RS B A 2 AR A3 AR
%o A, HHAFEIER RAMRENE, WA
W B IR VP i i KT 0, I FHZRRAE S i
IIRIN BRGNS 7EE 2, il HeE
A L BB R RS 4 R0 (RIDREh AT B
B EAHSCHRIREL oA R SRS
fE RIRERED DL (S B4 R L
iy ARSI IEA 2 A8 Ay e ) if A0
else. fEML, ACLABRE/RTGIr 0.1 AEIE, ASCH
HEA BT 16 ALARFIELL R & AL 1] o

WAk, Sh Tk R IE AT DR X 53
T AT R A, 75 R 247 R 19 2 4
FI) 16 ANMRFEFT 814 MEATIEIEE (407 MIEH
FEAHT 407 /%35 Webshell FEAS) HEAT T 5256
BEXPRRAE ) S IR A — AR, e, ASCih
A RIA QERBAEZID i, 45
WK ey B o SRS, SR IEH IR R A
HICH A A bRt B 4 R s 21 0 25 ¢, e, RR L
HAFIE SRR, el r M r,. B

THELIE & SRS R SR AS B i 2 18] (1 L LA
PEEL, 0K dege EFXF 16 NYERE, B4R I
K20 WK 2 WH, ry A ry MELEE dey, 22,
XYL T A SCHREIBURRFAE ] DUAR 3 X 53 1E 5
AT A

F2 HFIEERFANIRA

ZH Al
ra 2423
T 2.951

dCum 17.394

4.3 EMNIERR
FENGE DT, ASSCR R0 R IR FEAR R VP HI B
R
* TP (true positive), Rl Webshell BRI 1;
* FP (false positive), B[ IEH A K A4
Webshell;
* TN (true negative), B[ 1F 3 BIAK ARG
* FN (false negative), B[l Webshell #ix#] %
TR A .
Webshell KR35

TPR = P (2)
TP +FN
TEH AR U 2
NR = N (3)
FP+TN
ARG :
Accuracy = TP+TN D)
TP+FP+TN+FN

4.4 BEENEENKERE

T S BRI T VI 2R A MR AR I R 4
KO EARE AT 6:4 0%, Rl 60%I1) Webshell
HE S BA T TN ZRBERE, 80N 1) 40% H Tt
H T AR RNE, AT K05 11) Webshell Hr
BEALAHEC 60%MIBAIA, I 55 IR W FEAS T BEAT LAY
(1) 60% AR G e RN AR IIIZEE, IXFE



<131 -

BIERE 2020 5 6 A

BRI Ak 2 T CAORAIE A — 20 S0 R RE g A Y
5. AEYIZRIN, SVM KB MEAZREL KA
AL Webshell 732852 AN 2 YRR IR HE S 1)
R, AR I A R T USRI S g v A

AT ARACHERY, A SRR WU FRLA e B
(1 SVM MZEBH, {E SVM H, T e i1
BSHOE C Ly, Hrh, 240 C 21T REL
W CARR, BRI AR R, P EUR A
Rifis AR ZIGEDL. [z, R C AN,
TR JE 1 T BEh L SRAR /N, BB 45 o R IR R AU
MG T3NSy Pt T HFEWSS 208 RAE
WG 5550 C RS, y KA
BUS AN 2] ) e (P 2, T A AT T SRR
AL, FEOZARET) NI, A I LA
Lo Ty R/ N33 R 25 ) (R E5dis o Aot
T, ILAUG DL ASCE SER SVM L
SUARHUNE E K 0.01, S5y [fEH 0.01, ZHCEH
FRE J5e 285y NG BE (AR AN 11 3 B o F 18] 3 Wl 460
MR CHIER 0.8 I, R IRAE, [FHE, Y
SVM WS &2 58 & 4 0.01, 2% C [EE 2k 0.8 I,
SRy SRR A FRE RN I & 4 Fizs. th
B 4 w0, 25y AER 0.03 B, 73 R et
gr bk, AR €=0.8 F1y=0.03,

0.92
091
0.90F

aﬁ 0.89}
ﬁo.ss-
%om-
= 0.86}
0.85}
0.84}
0.83

0 02 04 06 08 7.0
¥C

5B CHIRA

W

B3 LR R 2O

b

ERMMSET, AT 10 IRAE XHAF,
L4380/ TP. FP. TN. FN [P L% 3. H
% 3 W %1 Webshell [1iR7)]% TPR 25 90.7%, 1F#
AR 5% TNR b 93.6%. I 5 K43 24K i

0 02 04 0.6 08 T0
24

B4 BUNRAREE 555y 0 R
K 92.1%. LESERRE Y, ] LR S0 B AE,
W AE 22 VR = IR Web RS 25 b, K9 2 IME
ARIN, TR DL 2 M ARG 1 A PR R R ok
L0 Webshell R I 2

%3 10 RZEXNBIEFHHEER

X EE I Webshell J A IEH A
Webshell JHI 7 TP =369 FN=38
IEH A FP=26 TN=381

5 HRIE

i SEPURS B 2% Webshell £0, A SCHEH
T T Z MR IE AL S Y Webshell 5 7
o AR5 SRR EVERAE . AL
HISAFHEAE NI Z RIREAE; LR, RIS & /R VF
Y SRHEREAT BRI HE P ks s,
it SVM #3748 % Webshell IR 35035, 76K
TR Sz, R X Webshell FITTE H FEA ) 5
O RRGIEILB]T 92.1%.

S 3

[1] Compromised web servers and web Shells[Z]. 2017.

[2] YANG W, SUN B, CUI B. A Webshell detection technology
based on http traffic analysis[C]//Proceedings of International
Conference on Innovative Mobile and Internet Services in Ubi-
quitous Computing. Berlin: Springer, 2018.

[3] BIZTE, AW, W, 55 AETUWER Webshell 174707
ERAINED]. Meg 2R SN, 2018 (4): 8-9.

ZHAO Y T, XU C Y, BAO B, et al. Webshell behavior analysis



m HRE5F%

+132 -

and detection method based on traffic[J]. Network Security
Technology and Application, 2018 (4): 8-9.

[4] TMZE. JETEmN Webshell A AID]. s Bk
2%, 2018.

WANG Y J. Webshell communication recognition based on
traffic[D]. Wuhan: Wuhan University, 2018.

[5] TIAN Y, WANG J, ZHOU Z, et al. CNN-Webshell: malicious
Webshell detection with convolutional neural network[C]// Pro-
ceedings of the 2017 VI International Conference. [S.1.:s.n.], 2017.

[6] KIMJ, YOO D H, JANG H, et al. WebShark 1.0: a benchmark
collection for malicious Webshell detection[J]. Journal of In-
formation Processing Systems, 2015, 11(2): 229-238.

[7] TU D T. CHENG G, GUO X J, et al. Webshell detection tech-
niques in Web applications[C]//Proceedings of International
Conference on Computing, Communication and Networking
Technologies ICCCNT). Piscataway: IEEE Press, 2014.

[8] HUANGY W, TSAICH, LIN T P, et al. A testing framework
for Web application security assessment[J]. Computer Networks,
2005, 48(5): 739-761.

[91 SOOEL S, VITALY S. Saferphp: finding semantic vulnerabili-
ties in PHP applications[C]//Proceedings of ACM SIGPLAN
Workshop on Programming Languages & Analysis for Security.
New York: ACM Press, 2011.

[10] WASSERMANN G, SU Z . Sound and precise analysis of web
applications for injection vulnerabilities[J]. ACM SIGPLAN
Notices, 2007, 42(6): 32.

[11] GARY W, SU Z D. Static detection of cross-site scripting vul-
nerabilities[C]//Proceedings of ACM/IEEE International Con-
ference on Software Engineering. Piscataway: IEEE Press,
2008.

[12] XIE Y, AIKEN A. Static detection of security vulnerabilities in
scripting languages[J]. USENIX Security Symposium. 2006(15):
179-192.

[13] EE M, LEE Y, YOON H. An enhanced rule-based web scanner
based on similarity score[J]. Advances in Electrical and Com-
puter Engineering, 2016, 16(3):9-14.

[14] ANG X, WANG L, WEI G, et al. Hidden web crawling for SQL
injection detection[C]//Proceedings of IEEE International Con-
ference on Broadband Network and Multimedia Technology
(IC-BNMT). Piscataway: IEEE Press, 2010.

[15] ALMGREN M, DEBAR H, DACIER M. A lightweight tool for
detecting web server attacks[C]//Proceedings of ISOC Network
and Distributed System Security Symposium. [S.1.:s.n.], 2000.

[16] KRUEGEL C, VIGNA G. Anomaly detection of web-based
attacks[C]//Proceedings of the 10th ACM Conference on Com-
puter and Communications Security. New York: ACM Press,
2003: 251-261.

[17] ROBERTSON W, VIGNA G, KRUEGEL C, et al. Using gene-
ralization and characterization techniques in the anomaly-based
detection of Web attacks[C]//Proceedings of ISOC Network and
Distributed System Security Symposium. [S.1.:s.n.], 2006.

[18] KO C, RUSCHITZKA M, LECITTK. Execution monitoring of
security-critical programs in distributed systems: A specifica-
tion-based approach[C]//Proceedings of 1997 IEEE Symposium
on Security and Privacy. Piscataway: IEEE Press, 1997: 175-187.

[19] PREM U, SEKAR R. Experiences with specification-based
intrusion detection[C]//Proceedings of International Workshop
on Recent Advances in Intrusion Detection. Berlin: Springer,

2001: 172-189.
HOSSAIN M N, MILAJERDI S M, WANG J, et al. Sleuth:
real-time attack scenario reconstruction from cots audit da-

[20

=

ta[C]//Proceedings of 26th Security Symposium. [S.l.:s.n.],
2017: 487-504.

STAROV O, DAHSE J, AHMADS S, et al. No honor among
thieves: A large-scale analysis of malicious Webshells[C]// Pro-

[21

—

ceedings of the 25th International Conference on World Wide

Web. [S.1.:s.n.], 2016: 1021-1032.

CUI H, HUANG D, FANG Y, et al. Webshell detection based on

random forest-gradient boosting decision tree algorithm[C]//

Proceedings of 2018 IEEE Third International Conference on

Data Science in Cyberspace (DSC). Piscataway: IEEE Press,

2018: 153-160.

[23] OHN T. JohnTroony’s php-Webshells repository[EB]. 2016.

[24] IKICAT. Nikicat’s web-malware-collection repository[EB]. 2016.

[25] Ennc’s Webshell Repository. Tennc’s Webshell repository[EB].
2016.

[26] HANG Z, LI M, ZHU L, et al. Smart detect: a smart detection
scheme for malicious Webshell codes via ensemble learn-

[22

—

ing[C]//Proceedings of International Conference on Smart
Computing and Communication. Berlin: Springer, 2018.

[27] HAITIN. Webshell detector[Z]. 2018.

[28] HU T, QU Z, XU H, et al. Risk Cog: unobtrusive real-time user
authentication on mobile devices in the wild[J]. IEEE Transac-
tions on Mobile Computing, 2019, 19(2): 466-483.

HEZE BT

Wi (1979- ) , ), WL EIR
Bifs BEAR R B HAZ, TEWIITT Rk %%
A,

HANEE (1989- O, 2z, BUERT EMHHTAE A R A R 6
psS %ﬁj\ i, BRI E S S EREAR, FREAREEL

FREREE (1977- ) , 5, WAMINTE (S S DR eI 3U%,
FLWHGTT ) 2 TR B e A

BUEE (1984— O , U, DUtERT E MWL b A R A #H
{5 BME AT, FEHIUT A MG 2 E BiE .

BRAT (1988— ) , 55, DUSRHRT MWL A B mlE
B E AT, EBATFLT o H D B

KiRE (1992- O , 5, L, WiT TR
T 1) K 4224

YHim, 2T



	14-20158-Šð.pdf

